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Key Findings
D S I R  2 0 2 6

Stealing > Encrypting
Threat actors are increasingly relying only on 
exfiltration as leverage, including incidents involving 
access to or exfiltration of entire databases, 
sometimes without encrypting systems at all.

Finishing Investigations Faster Means 
Faster Notice
Time to detect and contain held constant and 
investigations completed faster, which enabled 
faster notification.

Only the Biggest Got Bigger
Forensic costs were roughly stable, but the largest 
investigations cost over 10% more.

The Window Closes Fast
Responding quickly and coordinating with financial 
institutions and law enforcement are critical to 
recovering fraudulently wired funds.

Shedding Light on Shadow AI
Instances of employees uploading or pasting 
company data into unapproved generative AI 
tools are more common than you think, creating 
confidentiality and privacy risks.

Wire Fraud: Still Here, Just Less 
Expensive
We saw fewer instances of big-game hunting. 

Privacy Compliance Is No Longer 
'California + a Few'
By the end of 2025, 16 states had effective 
comprehensive privacy laws, doubled from 2024.

Not Just Here for the Breach
The coalescence of regulatory expectations related 
to security programs and litigation  risk means the 
security team, internal legal, and external counsel 
are spending more time designing, updating, and 
testing security programs. 

Healthcare Frequency Persists
Although still the industry with the highest number of 
incidents, this was the second year in a row where the 
number of matters with 500+ notified decreased.

Breakout Time Shortens
Dwell time has gotten shorter, with threat actors 
moving faster from initial compromise to data theft 
and/or encryption.

Don't Drop Your EDR, But ...
Fewer incidents involve malware, with threat actors 
focusing more on identity by leveraging existing 
accounts to access data and key systems.

TPRM Anyone?
Effective third-party vendor risk management is of 
increasing importance given the number of vendors 
entities rely on. 25% of the incidents we handled in 
2025 occurred at a vendor. 

File First, Ask Questions Later
We are seeing more instances of named plaintiffs 
with no data involved in the incident (leading to an 
early voluntary dismissal).

The Inbox Remains a Battleground
Phishing remains an effective way in (AI is a factor 
here). Sure, move to phishing-resistant MFA to 
guard against this  top root cause … until they find a 
way around it. 

Known Flaws, Real Consequences
Unpatched vulnerabilities declined but still matter.

It Gets Late Quick 
Entities required to certify by April 2028 that they did 
a cybersecurity audit meeting CCPA requirements 
need to be prepared in 2026 so they can have a 
security program operating for 2027 to be audited.

People at the Perimeter
Social engineering continues to increase as a root 
cause, showing the continued targeting of people, 
including help desks.
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Clients & Friends 
of the Firm

C H A P T E R  0 1

Welcome to the 12th edition of our annual Data Security Incident Response 
Report. Historically, our data has reflected both continuity and change, fluctuating 
between radical shifts and the steady continuation of known risks. This year 
offers both—hence our title, "The Risk Remains (Mostly) the Same." When we 
began analyzing matter data in December 2025, AI’s role in incidents appeared 
limited. However, as we approached our March 2026 publication date, we clearly 
passed a tipping point. AI is moving beyond serving as just an “enhancer” for 
phishing: it is moving toward more sophisticated social engineering support and 
automation, and we are now seeing the rise of “vibe hacking” and autonomous 
coordination between agentic AIs. This volatility is further compounded by the 
current geopolitical climate. Adjacent to the conflict in Iran, will we see an uptick 
in disruptive cyber activity—from state-aligned hacktivism to renewed threats 
against critical infrastructure and global supply chains?

We are likewise navigating a regulatory inflection point. With new AI mandates 
and privacy laws in the U.S. and EU moving from theory and guidance to active 
enforcement, the margin for error is disappearing. The risk landscape is dynamic, 
compounding, and increasingly structural—highlighted by the recent chipset 
vulnerabilities.

We have navigated emerging risks before, and we know there is no “magic bullet.” 
As EDR deployment matured and secured endpoints, attackers pivoted to identity-
based access, drastically shortening the time from initial compromise to completion. 
While EDR remains essential, organizations now require additional strategies to 
address the enterprise risk created by AI with privileged rights to APIs and assets.

Our competitive advantage remains our unique perspective. By managing 
incidents, litigation, and regulatory investigations across entities of all sizes, we 
provide the data-driven clarity needed to navigate this uncertainty. Whether you 
are deciding when to notify, choosing between vendors, or prioritizing compliance 
enhancements, we help you align your response with your specific risk appetite.

Ultimately, the fundamentals still matter. Phishing has remained the leading 
cause of incidents for all 12 years of this report. The organizations that succeed 
in this landscape are those that execute the basics consistently and effectively. 
However, with regulators becoming more sophisticated—particularly regarding 
governance, risk assessments, and data retention—an enterprise-wide approach 
to risk has never been more critical.

We remain grateful for the strong relationships with our clients and our trusted 
external partners. I am immensely proud of the BakerHostetler team for the care 
and expertise that generate this report each year. We hope you find it insightful, 
use it as a road map, and invite you to reach out to any member of our DADM 
Practice Group with your questions.  

Sincerely, 

Ted Kobus
(He, Him, His)  |  Chair, Digital Assets and Data Management Group

INCIDENTS IN 2025

1,250+

U.S. Data Breach 
Notification Law 
Interactive Map

EU GDPR Data Breach 
Notification Resource Map

bakerdatacounsel.com🌐
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Government

4%

Incident Response Trends
At a Glance

Industries Affected

Technology

3%

18%

Finance & Insurance

9%

Retail, Restaurant  
& Hospitality  

(including Media & 
Entertainment)

11%

Manufacturing

9%

Nonprofit

3%

Energy

1%

Healthcare 
(including Biotech & Pharma)

Education

15%

Business & Professional 
Services 

(including Engineering, 
Transportation, and Managed 

Service Providers)

27%

stethoscope
briefcase

🍎

🛎

gears

Entity Size by 
Annual Revenue

11%
$1M - $10M

13%
$101M - $500M

21%
$1B - $5B

21%
$11M - $100M

14%
$501M - $1B

20%

> $5B 

Lost, Stolen, or 
Improperly Disposed of 

Devices or Records

2%

System Misconfiguration/
Accessible Cloud Asset

Account Takeover

3%

3%

Incident Type

Network 
Intrusion

Business Email 
Compromise

Inadvertent 
Disclosure

Intentional Access/
Disclosure

47%

32%

8%

4%

ENVELOPE-OPEN-DOLLAR
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C H A P T E R  0 2 :  I N C I D E N T  R E S P O N S E  T R E N D S  — AT  A  G L A N C E    

Root Cause
All Incidents

Brute Force/ 
Credential Stuffing

6%

Misconfiguration

4%

Open RDP

1%

Employee Abuse of 
Access Privileges

4%

30%

Phishing

19%

Root Cause Unknown

10%

Other  
(e.g., Device Theft)

10%

Unpatched 
Vulnerability

8%

Social 
Engineering

8%

Human Error/
Unintended 

Recipient

What Happens Next
All Incidents

Installation of Malware

Snooping

Credentials on the Dark Web

Other
(e.g., Theft of Trade Secrets, W-2 Scam, Espionage)

Wire Fraud/Direct Deposit Fraud

Ransomware Deployment27%

17%

Email Account Access36%

Theft of Data/Exfiltration48%

1%

Use of Resources
(e.g., Cryptomining)

<1%

1%

1%

13%
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C H A P T E R  0 2 :  I N C I D E N T  R E S P O N S E  T R E N D S  — AT  A  G L A N C E    

Root Cause
Network Intrusions

Social  
Engineering

9%

12%
Phishing

7%

Misconfiguration

2%

Open RDP

2%

Brute Force/ 
Credential Stuffing

34%

Root Cause Unknown

21%

Unpatched Vulnerability

Other

13%

What Happens Next
Network Intrusions

Ransomware Deployment51%

Installation of Malware30%

Email Account Access6%

Theft of 
Data/Exfiltration72%

Use of Resources (e.g., Cryptomining) 1%

Other3%

Wire Fraud/Direct Deposit Fraud2%
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Incident Response Timeline (Median)

Occurrence  
to Discovery

Discovery to 
Containment

Time to Complete 
Forensic Investigation

Discovery to 
Notification

3
Days

0
Days

23
Days

59
Days

Total Amount of Fraudulent Wire Transfers Matters that Recovered Funds
(Totaling over $2.9M)

Average Wire Transfer Average Recovery Median RecoveryLargest Wire Transfer Median Wire Transfer

$15,375,156 27%

$232,957 $162,848 $77,483$1.7M $80,483

Matters with 
Lawsuits Filed

Matters with 
Regulatory Inquiries

Average Number of Individuals 
Notified (When Notice Provided)

6813531,198
Notifications 
(38% of matters)

482
Notifications Leading to Lawsuits and Regulatory Inquiries

Wire Fraud

C H A P T E R  0 2 :  I N C I D E N T  R E S P O N S E  T R E N D S  — AT  A  G L A N C E    

Our 2025 matters were an anomaly: both industry partners and law enforcement observed higher aggregate 
dollar amounts of fraudulent wires, while our matters had lower aggregate dollar amounts. One consistent 
trend was the increase in employee payroll account takeovers resulting in direct deposits being diverted to 
threat actors’ bank accounts.
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$42,127
$41,145

Forensic Investigation Costs (Average)
Network IntrusionsAll Incidents

$40K

$100K

$400K

20 Largest Network Intrusions

2024 2025

2025

$70,367

 $273,260

$69,131

$306,079

$682,702
$501,338

Ransom Demand & Payment (Average)
Ransom Paid (All Industries)

$500K

$1M

$4.3M

Ransom Demanded (All Industries)

2024

$2,502,565

$4,242,846

C H A P T E R  0 2 :  I N C I D E N T  R E S P O N S E  T R E N D S  — AT  A  G L A N C E    
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Initial Ransom 
Demand

Ransom Paid
Days to 

Acceptable 
Restoration

Forensic  
Investigation Cost

Individuals  
Notified

$18,186,494
$1.75M  |  $98M

$1,154,245
$985K  |   $5M

12.7
10

$39,934
$15.4K  |   $181K

357,020
1K  |  34M

$815,357
$537K  |  $3M

$545,384
$180K  |   $1.85M

6.2
3

$20,984
$9.3K  |  $200K

5,236
110  | 202K

$1,954,058
$500K  |  $21M

$452,469
$250K  |   $1.9M

11.3
7

$38,519
$39K  |   $695K

3,460
176  |  72K

$1,691,788
$590K  |  $9M

$821,219
$355K  |   $2.5M

8.5
 7

$55,408
$38.4K  |   $540K

29,128
450  |  961K

$3,123,403
$627K  |  $17M

$239,333
$76K  |   $600K

7.3
5

$63,604
$45.5K  |   $375K

17,269
795  |  404K

$2,212,265
$850K  |  $15M

$445,282
$216K  |   $1.5M

9.1
7

$45,443
$33K  |   $395K

1,130
135  |  9.7K

$1,066,500
$125K  |  $4M

$37,147
$37K  |   $72K

11.1
14

$47,995
$23K  |   $323K

3,061
112  | 43K

$3,172,033
$775K  |  $12.5M

$1,668,632
$730K  |   $5.65M

17.5
14

$87,308
$50K  |   $304K

3,044
354 |  16.5K

$514,947
$200K  |  $1.5M

$403,249
$43K  |   $1.5M

22.6
17.5

$37,548
$16.5K  |   $300K

24,744
327  |  194K

E D U C AT I O N

Median LargestAverage

H E A LT H C A R E

F I N A N C E  &  I N S U R A N C E

B U S I N E S S  &  P R O F E S S I O N A L  S E R V I C E S

R E TA I L ,  R E S TA U R A N T  &  H O S P I TA L I T Y

M A N U FAC T U R I N G

G O V E R N M E N T

E N E R GY  &  T E C H N O L O GY

N O N P R O F I T

C H A P T E R  0 3

Industries Affected
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C H A P T E R  0 4

Incident Response Life Cycle 

Detection
Occurrence to 

Discovery

Containment
Discovery to  
Containment

Analysis
Time to Complete  

Forensic 
Investigation 

Notification
Discovery to 
Notification 

Median 
All Incidents 3 0 23 59

Average  
All Incidents 29 3 31 62

Average
Network Intrusions 22 3 28 56

Incident Response Timeline  (in Days)

Incident Response Timeline 
Look Back (Median in Days)

3328192018

66360122020

38343122019

59300132021

6724032022

6033022023

6326032024

ContainmentDetection Analysis Notification

5923032025
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16

Payment 
Amount

14.8
RESTORATION

Encryption to 
Restoration

10.4

Demand to 
Payment

15.8

C H A P T E R  0 5

Deeper Dive into the Data

The primary reasons for payment are:

34%

to buy a 
decryptor

31%

to prevent 
publication of 
the stolen data

both to buy a decryptor 
& to prevent publication 
of the stolen data

43% 26%

of ransomware/
extortion victims 
paid a ransom

Largest Ransom 
Demand in 2025:

Largest Ransom 
Paid in 2025:

Average Ransom 
Paid in 2025:

$98 Million $5.65 Million
($10+ Million in 2023)($30+ Million in 2023)

$682,702
($501,338 in 2024)($40+ Million in 2024) ($20+ Million in 2024)

of ransomware/
extortion 
incidents involved 
theft of data 
resulting in notice 
to individuals

64%

Ransomware Timeline (Average)

$ @

#
RANSOM

Demand 
Received
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Payments >$1M

48

25

10

27

14

7

C H A P T E R  0 5 :  D E E P E R  D I V E  I N TO  T H E  DATA    

Cl0p

(also known as Silent and Luna Moth)

(also known as Inc)

The number at the left of each bar represents the number of incidents we handled involving the threat actor group.

Chatty SpiderSpider

Most Active Ransomware Groups in 2025

Time to Payment vs. 
Discount Percentage

D
is

co
u

n
t 

%

Days of Negotiation

100%

75%

50%

25%

0%

0 10 20 30 40 50 60

Payments <$1M

Key Takeaways:

•	 Akira kept its top spot from the year prior.

•	 Qilin is the only other group to be among the top groups in both of the prior years.

•	 This is the first time in five years without Lockbit in the top five most active ransomware groups.

•	 Longer negotiation times typically result in larger discounts (see below).
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C H A P T E R  0 5 :  D E E P E R  D I V E  I N TO  T H E  DATA    

Forensic Trends (Average)

Nation State Threat Actors Detected More Often
Nation state threat actors, also known as Advanced Persistent Threats (APT), were more active this past year. APTs are 
not (primarily) motivated by monetary gain. Rather, their main goal is typically to obtain highly confidential information, 
often related to emerging or military technology. Because APTs are essentially spying on organizations, the dwell time— 
the amount of time between the first unauthorized access to discovery—is typically much longer than it is in other types 
of incidents, often longer than a year. To avoid detection for as long as possible, APTs tend to live off the land, using 
tools already legitimately deployed in the environment. When they do use their own cyber tools, those tools are often 
the most advanced available—essentially, the same tools that a foreign government would use in cyber warfare.  

All this means that APT incidents are harder to detect, harder to contain and therefore 
require a different approach than your “standard” cyber incidents. 

Investigation Before Containment

To prepare for containment, the organization needs to have a complete understanding of the footholds the 
threat actor has so they can all be eradicated at the same time (or as close to the same time as possible). This 
means the forensic investigation will likely last two months or longer, more than double the usual timeline for 
ransomware matters.

Experience Matters

Given these realities, it is imperative that organizations work with partners, including forensic firms, recovery 
and containment specialists, and incident response counsel, who have dealt with APT incidents previously.

Coordinated and Tactical Containment Approach

To avoid tipping off the threat actor, which could lead to drastic actions like stealing a large amount of 
sensitive data or breaking connections to key systems, the containment strategy must be well-planned and 
organized. Basic steps that would be taken in responding to a ransomware incident, such as deploying new 
or additional EDR tools, may need to be obfuscated to avoid detection. 

$69,131$42,127
Network Intrusion 
Incidents

$306,079
20 Largest Network 
Intrusion Incidents

All Incidents
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C H A P T E R  0 5 :  D E E P E R  D I V E  I N TO  T H E  DATA    

Law Firm Incidents on the Rise
Law firms were targeted more often in 2025 than in prior years. In 2024, we responded to over 30 law firm incidents. 
In 2025, that number nearly doubled. This was due in part to the emergence of a threat actor known interchangeably 
as Chatty Spider, Silent Ransomware, and Luna Moth, which specifically targeted law firms. Chatty Spider’s typical 
approach is to call attorneys directly, pretend to be from the law firm’s IT help desk, request permission to remotely 
connect to the attorney’s device (sometimes using already downloaded software, and sometimes convincing the 
attorney to download a new program), then once remotely connected to the attorney’s device, quickly exfiltrate locally 
stored data. Usually, the attorney realizes within minutes that something is amiss, but it doesn’t take long to copy files to 
a cloud storage account, such as Google Drive, so often the realization comes too late. Following the theft of the data, 
the threat actor typically sends emails to firm leadership demanding a ransom (often well over $1 million) in exchange for 
a promise not to publicly leak the stolen data. 

Law firms are prime targets because they hold large amounts of confidential information—related to pending deals, 
active litigation, internal investigations, and more—which also makes law firm incidents more complicated. Often the 
data stolen belongs to the law firm’s clients. Notice obligations to those clients could stem from data breach notice 
statutes (that’s the easy part), contractual provisions including those in outside counsel guidelines, and even ethics 
rules applicable to lawyers.

Organizations should treat law firms like any other vendor and include them in their vendor management program. Law 
firms should train both lawyers and nonlawyers about the risks of social engineering, including how to spot attempts 
and what to do if a suspected attempt occurs (don’t engage and report it immediately to the designated person or 
department). Law firms—like all organizations—should also take steps to reduce the data they store, make efforts to 
delete old files, and update data retention practices moving forward so the problem doesn’t get worse.

Threat Actors Shifting to Exfiltration Only Without Encryption
Although the percentage of clients paying a ransom in 2024 
vs. 2025 stayed nearly the same (36% in 2024 vs. 34% in 
2025), the primary motivation for payment flipped: In 2024, 
43% paid primarily to purchase a decryptor while 34% paid 
primarily to prevent the publication of stolen data. But in 
2025, 31% paid primarily to purchase a decryptor while 43% 
paid primarily to prevent the publication of stolen data. This 
aligns with the trend we’ve observed over the last year where 
threat actors are sometimes skipping encryption altogether 
—either because they run into roadblocks or are detected 
before they have the chance to encrypt or because their M.O. 
is to only steal data, especially from databases.

Clients are also concerned about reputational harm following public awareness of an incident. However, when 
personal information is among the data stolen, paying a ransom does not impact an organization’s obligation to notify 
individuals and regulators of the incident. In fact, 71% of clients who paid primarily to prevent publication of stolen data 
also had to notify individuals. Occasionally, the data contains sensitive business information that could theoretically 
lead to a competitive disadvantage, but this is rarely the case. That said, some of the lowest payments our clients made 
in 2025 were primarily to prevent publication. It is a much different conversation when considering the pros and cons of 
paying say $50,000 versus $500,000 or even $5,000,000.

Prevent Data PublicationBuy Decryptor

20
24

20
25

43%

43%

34%

31%

Ransom Payment Motivations
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C H A P T E R  0 5 :  D E E P E R  D I V E  I N TO  T H E  DATA    

AI-Enabled Cyberattacks
In our report last year, we asked, “Where Is the AI?” and noted that artificial intelligence had not shown up prominently in 
cyberattacks ... yet.

Since then, Anthropic, creator of Claude AI, has published detailed threat intelligence reports describing threat actors 
who have used Claude and Claude Code to assist—and more importantly, to drive—significant components of 
cyberattacks.

In its August 2025 report, Anthropic reported disrupting a “vibe hacking” and extortion operation in which a threat 
actor utilized Claude Code to automate reconnaissance, credential harvesting, and network penetration against 
approximately 17 organizations across multiple sectors in a single month. The report further described that the threat 
actor used AI to make strategic and tactical decisions, including determining how to obtain unauthorized network 
access, identifying valuable data to exfiltrate, and crafting targeted extortion demands.

In its November 2025 report, Anthropic described disrupting what it characterized as the “first reported AI-orchestrated 
cyber espionage campaign,” which targeted approximately 30 entities, and attributed the campaign to state-sponsored 
threat actors. The AI was integrated across the entire incident life cycle, executing approximately 80%–90% of the tactical 
work independently with human operators providing supervision, validation, or authorization at key decision points.

Takeaways from These Reports:

•	AI may change speed and scale. A threat actor who can automate repetitive steps and run parallel 
workstreams can compress the timeline from obtaining initial access to creating significant adverse impact, 
which effectively shrinks the window for detection and containment.

•	AI-enabled attacks may look ordinary. In the November 2025 case, the threat actor relied overwhelmingly 
on open-source tools rather than custom malware, with capability deriving from orchestration and automation 
more than novel exploits. In practice, that means organizations should not expect a futuristic “tell” when AI 
plays a leading role in an incident. In other words, AI-driven attacks may present in familiar ways, e.g., by lateral 
movement or data exfiltration.

•	AI can be used to refine and tailor threat actor communications. In the August 2025 case, the AI 
generated customized ransom notes without the language or grammatical errors common to foreign threat 
actors and employed multitiered extortion strategies with threats calibrated to victims’ circumstances.

HAND-POINT-RIBBON
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C H A P T E R  0 5 :  D E E P E R  D I V E  I N TO  T H E  DATA    

Vendor Management is (Still) Key
Vendors remain a tricky issue. A quarter of our matters last year involved 
a vendor, consistent with our matters in the year prior. And the AI boom 
adds another layer to the already difficult task of vendor management— 
not only do companies need to manage their own AI vendors, they also 
need to manage their vendors’ use of AI.

With this backdrop, companies need to have a robust vendor 
management program that includes pre-selection diligence, contractual 
standards, and performance oversight (including offboarding). The 
program should define risk tiers (which don't have to be complicated 
or voluminous; regular vs. critical can be sufficient) and can include 
enhanced components for critical vendors.

Cybersecurity incidents will continue to occur, which means that vendor 
incidents will continue to occur. A vendor management program won’t 
completely eliminate this risk, but it will reduce it.

Practical Steps (Avoiding the Hype):
“AI panic” is not an effective incident preparedness or response strategy. Strong controls slow down threat actors, and 
good alerting increases the odds that you will detect and contain an intrusion, even when threat actors use AI tools:

01.

02.

03.

04.

05.

Harden identity and verification workflows (especially high-risk requests like those to help desks or for 
financial transactions) because AI generates social engineering at scale.

Reduce attack surface by inventorying and reducing internet-facing systems, accelerating patch 
management, and decommissioning equipment before it reaches end of life. 
 
Tune detection for credential-based intrusion, lateral movement, and exfiltration, such as unusual logins; repeated 
MFA prompts; creation of new admin accounts; or unusual remote access, file access, or data transfer. Relying on 
malware detection is not enough. 
 
Be ready for compressed timelines with incident response plans, playbooks, and tabletop exercises that 
anticipate rapid escalation and parallel activity.

Use AI defensively with governance by exploring and piloting AI-assisted triage and investigation tools with 
appropriate guardrails, like output validation.

25%
1,250+ 
incidents involved 
a vendor

of our
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C H A P T E R  0 6

Data Breach 
Litigation Trends

Incidents 
Handled in 2025

Incidents with 
Notification

Incidents Resulted in 
One or More Lawsuits

1,250+ 482 68

incidents disclosed in 
2025 resulted in one or 
more lawsuits filed 
(compared to 51 in 2024)

incidents 
involved SSNs

incidents involved 
medical/health 
information

incidents involved 
a healthcare 
organization

incidents involved 
payment card data

incidents started 
with an unpatched 
vulnerability

incidents were 
vendor related

incidents involved 
a network intrusion

28 of these incidents 
involved ransomware

68

59

44

31 

7

9

17

54<1K 1K-10K 10K-100K 100K-500K 500K-1M >1M

Likelihood of Lawsuits by Notice 
Population Size

People Notified

%
 o

f M
at

te
rs

0

20

40

60

80

100

While it's still uncommon for small notice populations to result in a lawsuit 
—only 4% of matters with fewer than 1,000 notified individuals resulted in a 
lawsuit—it is more likely to occur when the company has large revenue and/
or brand recognition. Most of the matters that fell within this 4% were for 
entities with revenue of over $5B. Plaintiffs' firms watch state AG websites 
and the OCR “wall of shame” for companies they view as valuable targets—
larger revenue means the possibility for a larger class size and, as a result, a 
higher settlement amount (and more fees for them).

13
16 

23

12 2

2
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Data Breach Class Actions Proliferate in the Absence of SCOTUS 
Guidance on Standing
In 2025, putative class action filings arising from data breach notifications continued to increase. A significant driver 
of that increase was the growing number of district courts adopting the three-factor Article III standing framework as 
illustrated in McMorris (Second Circuit), Clemens (Third Circuit), and Webb (First Circuit).

In those cases, the courts held that the following considerations weighed in favor of establishing standing: (1) a targeted 
cyberattack (as opposed to a more limited incident, e.g., an inadvertent disclosure); (2) actual misuse of data 
affecting a subset of the involved individuals; and (3) the data accessed or acquired was sensitive enough to establish 
a heightened risk of identity theft or fraud (e.g., Social Security numbers). 

Because general factual allegations suffice at the pleading stage, we have observed an increase in the number of 
complaints that allege facts designed to check all three of these boxes try to survive early motions practice. Plaintiffs 
are also filing earlier—often before notification letters are even sent—in an effort to obtain priority in leadership and 
consolidation proceedings, which, in turn, has driven up the cost and complexity of settlements. Unless the Supreme 
Court rejects these three factors, enterprising plaintiffs’ firms will continue to inundate lower courts with complaints 
focusing on these factors. In the meantime, more cases are surviving the motion to dismiss phase under this 
framework, and therefore, plaintiffs’ firms are making more aggressive demands in mediation. 

Brinker Demonstrates the Lasting Power of Individualized Issues 
for Class Certification
In Brinker, the plaintiffs brought a class action complaint in the Middle District of Florida against Chili’s parent 
company after it experienced a security incident involving the alleged exfiltration of more than 4 million customers’ 
personal and payment card information. The district court initially certified a Rule 23(b)(3) class, finding that common 
issues of law or fact predominated because the plaintiffs’ expert offered a class-wide damages methodology. The 
Eleventh Circuit reversed, holding that two of the three named plaintiffs lacked Article III standing because their 
alleged harms were not “fairly traceable” to the security incident, and remanded for a new predominance analysis. 

On remand, the district court denied class certification, concluding that “individual 
questions abound” regarding the following:

details of each putative class member’s transaction;

whether each member experienced fraudulent charges or had data posted on the dark web;

the availability of class-wide proof of fraudulent charges or dark web publication; and

proof of mitigation time and expenses.

The court ultimately held that without those details, each member could not establish standing or liability, and class 
certification was unavailable. Shortly thereafter, the plaintiffs filed a notice of voluntary dismissal, ending seven years 
of litigation. The lesson here is this: Even when claims are not defeated at the motion to dismiss stage, they still may be 
dispensed with at the class certification stage based on individualized issues of injury, causation, or mitigation efforts.

C H A P T E R  0 6 :  DATA  B R E AC H  L I T I GAT I O N  T R E N D S    
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Accellion Illustrates the Importance of Expert Gatekeeping
Between December 2020 and January 2021, Accellion experienced two security incidents allegedly involving 
Accellion customers and allegedly involving millions of individuals’ personal information. Following years of litigation, 
the plaintiffs moved for class certification on two claims: negligence and violation of the Washington Consumer 
Protection Act. The Northern District of California first granted Accellion’s motion to strike the plaintiffs' expert, finding 
that he lacked the requisite qualifications and experience to opine on identity-theft risks and causation. This result 
left the plaintiffs with fewer evidentiary legs on which to stand to establish uniform, class‑wide injury to support class 
certification. Turning to class certification, the court also found alleged harms such as “lost time” and “emotional 
distress” too individualized for class treatment. Nevertheless, the court recognized “disclosure of private information” 
as a cognizable, tangible harm under Transunion (Supreme Court) that was viable on a class-wide basis. The court, 
therefore, allowed the plaintiffs to proceed on a nominal damages theory only, which did not depend on individualized 
proof of actual damages. This litigation remains ongoing.

Accellion reinforces two points:

expert gatekeeping can limit plaintiffs’ ability to establish class‑wide injury; and

focusing on nominal-damages theories may allow certain claims to proceed even when individualized harms 
are not uniform.

C H A P T E R  0 6 :  DATA  B R E AC H  L I T I GAT I O N  T R E N D S    
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What You Should KnowHAND-POINT-RIBBON
•	 District courts are increasingly adopting the relatively low bar of the three-part McMorris / Clemens / Webb 

standing framework, which is contributing to an increase in putative class actions alleging facts designed to satisfy 
this framework.

•	 Individualized harm issues remain a critical hurdle for class certification—even if cases survive motions to dismiss.

•	 Expert testimony is pivotal; unqualified experts can derail class-wide claims.

•	 Expect plaintiffs to continue filing early and aggressively, particularly in the absence of definitive Supreme Court 
guidance on standing.
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Web Tracking/Pixel Litigation 
& Regulatory Landscape
Last year we reported on developing case law in website privacy matters (“pixel” litigation), including Becerra (N.D. Tex.), 
which invalidated the Department of Health and Human Services' (HHS) tracking technologies guidance, and Vita (Mass.), 
which held that alleged website tracking falls outside the scope of the Massachusetts Wiretap Act. In 2025, the dominant 
theme has been resolution. New filings declined and more cases settled, signaling that the wave of website‑tracking 
litigation that began in 2022 is receding. The primary exception is the individual-demand environment in California, where 
companies continue to face a barrage of demands under the California Invasion of Privacy Act (CIPA), largely driven by 
a concentrated group of repeat filers. As Judge Chhabria observed in October, CIPA is a “total mess,” and its structure 
continues to invite opportunistic claims. Most companies have opted to resolve these demands for nominal amounts 
rather than incur greater costs to fight them.

Outside this narrow context, several factors have contributed to the increase in case resolution. Plaintiffs’ firms 
increasingly recognize that these matters are factually and legally complex, reducing settlement expectations. And 
more cases have survived motions to dismiss under the federal Wiretap Act and analogous state statutes, leading 
defendants to reassess their exposure given statutory damages frameworks. These converging dynamics have pushed 
parties toward settlement, particularly in healthcare matters. Class settlements typically fall in the $4–$6 per-member 
range, with variation tied to class size and, in healthcare cases, whether tracking technology operated within patient 
portals. Although filings slowed, 2025 produced two notable plaintiffs’ wins in federal jury trials in California: (1) Frasco, 
involving Meta and the Flo Health menstrual‑tracking app; and (2) Rodriguez, a case against Google alleging tracking 
beyond the scope of user consent. The $425 million verdict in Rodriguez must be viewed in light of a putative class of 98 
million individuals. These outcomes offer some encouragement to the plaintiffs’ bar, though their broader relevance is 
limited: The largest verdict was against Meta itself (Flo Health 
had already settled), and the facts, particularly in Frasco, were 
more privacy‑sensitive than the typical web‑tracking case.

Courts also continued to address the federal Wiretap Act’s 
crime‑tort exception, which allows claims against a party to 
a communication if the interception was for the purpose of 
committing a crime or tort. In Sweat (S.D. Tex.), the court granted 
summary judgment to a hospital, holding that HIPAA does not 
criminalize mere disclosure of protected health information for 
commercial use, absent a knowing disclosure of individually 
identifiable information. Because the data was believed to be 
aggregate, its use for commercial purposes did not satisfy the 
crime-tort exception.

Finally, the regulatory landscape remains unsettled. Following 
Becerra, HHS’s website still states that the agency is “evaluating 
its next steps.” Whether HHS will revise the prior guidance, 
pursue notice‑and‑comment rulemaking, or abandon the 
guidance remains uncertain. In the interim, we expect state 
regulators, particularly in California, to continue attempting to fill 
the federal gap through investigations and enforcement activity 
involving alleged website‑tracking violations.

2025 Website Privacy 
Case Snapshot

Filings & Settlements

•	 Fewer cases filed; more resolved.

•	 Settlements: $4–$6 per putative 
class member.

Notable Verdicts

•	  Frasco v. Meta – Flo Health 
privacy violations.

•	  Rodriguez v. Google – $425M 
verdict (putative class: 98M). 

Regulatory Outlook

•	 No new HHS guidance 
post-Becerra.

•	 California may fill federal gap with 
enforcement actions.
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OCR/Healthcare Update

Healthcare Privacy in 2025: A Year of Heightened Scrutiny and 
Operational Pressure
2025 was not just about headlines (though there were many). Last year was one where healthcare organizations 
navigated new regulatory—and therefore operational—realities in the form of HIPAA updates and vacaturs, the Office 
for Civil Rights (OCR) enforcement initiatives, significant vendor breaches, and attorney general enforcement activity. 

The Changing Face of HIPAA Enforcement
HIPAA enforcement activity changed significantly in 2025. The year started slowly, with significant organizational 
changes, layoffs, and office closures for the OCR. But for a department that started out with a whimper, enforcement 
activity certainly ended up making a bang. Significantly, the OCR made it clear in 2025 that business associates 
are now firmly in the enforcement spotlight. Between November 2024 and throughout 2025, the OCR reported 
seven resolution agreements against business associates, doubling the number of business associates the OCR 
has penalized since they first came under enforcement purview in 2013. The OCR has also continued to focus on the 
Security Risk Analysis, with four more penalties and resolution agreements under its Risk Analysis Initiative (including 
against two business associates), finding failures to conduct proper enterprise security risk analyses. 

At the end of 2025, investigators indicated that the OCR may tone down investigations in the coming year, opting for 
efficient technical assistance for reported incidents involving more than 500 individuals. This is a departure from  the 
OCR’s long-standing position for what it terms “large scale breaches.” This change may be due to fewer personnel in 
Washington, D.C., and a desire to focus on larger and more impactful breaches and compliance deficiencies.

State Attorneys General: A New Enforcement Front
Where Washington, D.C. created space, the state attorneys general are filling the gap. Armed with authority under the 
HITECH Act (since 2009) and enhanced state privacy laws, several state AGs are aggressively pursuing healthcare privacy 
violations. We saw many instances where multiple state AGs launched investigations despite concurrent—or even closed 
—OCR investigations. In many of these investigations, the AGs are enforcing HIPAA (without the same understanding 
or application as the OCR) and their own state privacy and security statutes, often couched in terms of overarching 
consumer protection and deceptive trade practices act powers. Because many healthcare entities are based in a 
specific state or region, and a breach impacts the residents of that state, the AGs have shown a keen interest in providers 
and their compliance with state and federal laws. Correspondingly, costly investigations and settlements are expected 
to increase. 



23

C H A P T E R  0 8 :  O C R / H E A LT H CA R E  U P DAT E    

Vendor Breaches: The Achilles’ Heel
Vendor breaches remain the industry’s Achilles’ heel, and nothing illustrates that 
better than Change Healthcare. The February 2024 ransomware attack was 
catastrophic, ultimately exposing 192.7 million individuals’ data. In 2025, more than 
half the U.S. population received breach notification letters in connection with the 
incident. The fallout continues, with lawsuits from multiple state AGs and providers 
seeking damages for financial and operational chaos. Vendor breaches continued 
in 2025, with Conduent reporting 10 million+ members and Episource reporting 5+ 
million patients involved in their respective breaches, and Oracle Health’s (Cerner) 
incident impacting several millions more.

HIPAA Changes in Motion
HIPAA itself was in flux all year due to changes in Washington, D.C. The reproductive health privacy rule, which went into 
effect in the last days of 2024 and required intense preparation by healthcare entities, was vacated by June. This abrupt 
end to a difficult but largely appreciated regulation threw providers and patients into a fog of uncertainty—one that 
finally lifted when the government opted not to appeal and third parties abandoned their attempts to intervene to keep 
the law alive. Toward the end of the year, Part 2 compliance for substance use disorder confidentiality barreled toward 
the industry, demanding attention and operational overhauls by Q1 2026. And the Security Rule changes? No word on 
finalization, as the industry engages in collective handwringing over some of the more difficult operational requirements 
if it goes into effect. The intersection of state laws and HIPAA continues to play out as states enact laws regarding 
access to and use of health information, particularly that of minors’ medical records, pitting state attorneys general 
against healthcare providers and electronic health record vendors.

AI in Healthcare
Artificial intelligence became a mainstream, operational force across healthcare, driving innovation, workflows, and 
patient care. Though lagging the industry’s rapid adoption, several states introduced and/or enacted legislation 
affecting the use of AI in healthcare. Major themes in 2025 included the following:

35%
of the 2025 incidents 

we handled for our 

healthcare industry 

clients were attributed 

to vendors.

Healthcare settings are unique environments with a central focus on trust, transparency, and patient autonomy. 
Healthcare organizations are encouraged to inventory AI tools in use (clinical, operational, patient-facing), define 
permitted data inputs/outputs, and implement monitoring and accountability controls.

Payer use of AI and utilization 
management decision-making

Oversight of AI chatbots and 
consumer-facing tools

Use of ambient listening 
technologies to transcribe 
physician-patient encounters 
and implications of state 
wiretap laws

Consent, disclosure, and 
disclaimer requirements 
(per law) and best practices 
(per ethical standards)
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Based on Resolution Agreements/Notices of Final Determination announced as of March 15, 2026; grouped by year of settlement/final determination.

TOTAL BY YEAR

Total by Type

Grand Total

105

Right of 
Access 52

Unauthorized 
Disclosure

7

Loss/Theft 2

Improper 
Destruction 1

Snooping 2

Inadvertent 
Disclosure 7

Hack

21

2022

16

2

0

1

0

0

2

17

2021

14

1

0

0

0

1

1

19

2020

11

0

2

0

0

2

4 34

23 12

2024 2025

6 1

1 1

0 0

0 0

0 0

2 0

14 10

13

2023

4

2

0

0

2

2

3

The OCR Enforcement Tracker

2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

HIPAA Breaches of 500+ 
Individuals Reported to the OCR 747

729 722721715663

512
369358329

Data gathered from the HHS OCR Breach Portal
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The realignment of the Securities and Exchange Commission’s (SEC) enforcement priorities in 2025 under the 
new administration occurred as expected. Companies began 2024 concerned about compliance with the SEC 
cybersecurity rules, especially the obligation to file a Form 8-K under new Item 1.05 of Regulation S-K within four days of 
determining that the impact of a cybersecurity incident is material. A series of resolution agreements in early 2024 and 
the civil enforcement action against SolarWinds and its CISO added to the concern.

By mid-2025, concern about SEC cybersecurity rule compliance and enforcement lessened. Companies filed 24 
Forms 8-K under Item 1.05 in 2024 but only 13 in 2025. In November 2025, after a federal court had dismissed most 
(but not all) of the SEC’s claims, the SEC chose to dismiss its enforcement action against SolarWinds and its CISO. It 
also remains rare to see securities and governance class action and shareholder derivative claims related to a security 
incident, although three of the companies that filed Item 1.05 Form 8-Ks are facing them (a cryptocurrency exchange, a 
security a technology company, and an e-commerce company).  

The SEC created a new enforcement unit—the Cyber and Emerging Technologies Unit (CETU)—in early 2025 to combat 
cyber-related misconduct, including (1) regulated entities’ compliance with cybersecurity rules, and (2) public issuer 
fraudulent disclosure relating to cybersecurity.

The SEC Division of Examinations announced its 2026 examination priorities in November 
2025, and they include: 

C H A P T E R  0 9

Securities and Exchange 
Commission Update

1

2

3

4

cyber resilience to prevent disruption to mission-critical services; 

security controls to safeguard customer records (with a focus on governance, DLP, access controls, account 
management, and incident response);

oversight of vendors; and 

incident response programs related to Regulation S-P amendments.

13 Filings

24 Filings2024

2025

In 2024, public companies filed 24 Forms 8-K under Item 1.05 compared to only 13 in 2025.

FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE

FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE FILE
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Global Privacy

We really believed that because our business is entirely domestic, 
we didn’t need to worry about international data laws.

A U.S.‑only presence does not insulate a company from foreign data protection laws. A growing number of 
these laws can apply based on the source of personal data, particularly where there is also a business nexus, 
even a modest one, to the jurisdiction. Marketing to customers abroad, taking international orders, or tracking 
overseas visitors can all create that nexus. Unfortunately, many businesses learn this during a security incident, 
in the midst of analyzing foreign personal data under pressure, which is far too late. Even a routine breach report 
can attract a regulator’s attention and lead to deeper questions about a company’s privacy program. When a 
company’s compliance program has unresolved gaps, that scrutiny can quickly become a liability.
 

You say the GDPR doesn’t apply. Your privacy policy begs to differ.

A different problem arises when a company is not actually subject to a foreign data protection law, but its 
privacy policy suggests that it is. Overinclusive language may feel like a safe choice, but it can backfire. 
Regulators may view it as inaccurate or misleading. Plaintiffs may treat it as a voluntary commitment. 
Customers may rely on it and challenge the company when its real practices do not match the promises. 
During a security incident, the mismatch becomes even harder to manage, because the company’s own 
public commitments can create notice obligations even when the law would not apply.

 

From our perspective, being the processor means we just notify 
the controller if there’s a security incident. The rest is on them.

Many companies believe that processors simply hand off personal data breach information to controllers. 
This belief overlooks the fact that some foreign data protection laws impose obligations on any entity 
handling personal data, including the possibility of direct notification requirements when a security incident 
occurs. Even where the law draws clear limits on a processor’s role, contracts often add meaningful duties. 
These duties may include maintaining certain security controls, meeting notice deadlines that are set by 
contract rather than statute, managing security incident investigations, and supporting the controller 
throughout the incident response process.

U.S. companies may see international data protection laws as a distant concern, relevant only if they have offices 
or employees abroad. In reality, privacy and security obligations increasingly follow the data, not the company’s 
physical footprint. Even companies that view themselves as purely domestic can still trigger foreign requirements. 
During a security incident, these misunderstandings can turn an otherwise routine response into a multijurisdictional 
obstacle course. To help, we’re addressing five common fallacies we’ve heard this year and offering five practical steps 
companies can take instead. 

“

“

“

”

”

”
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We’ve kind of treated GDPR compliance like a universal stamp 
of approval.

Many companies anchor their entire privacy program in the GDPR and try to apply it globally. This approach 
overlooks significant differences across jurisdictions, including consent rules, sensitive personal data 
definitions, personal data breach reporting standards, and data localization and transfer requirements. 
Some impose obligations that do not appear in the GDPR at all. A privacy program focused on one law can 
easily miss obligations in regions like the Middle East, Asia, or Latin America, where data protection laws are 
becoming more common, enforcement is intensifying, and regulators expect tailored compliance.

We assumed data inventories were optional, so we skipped that.

A data inventory may not appear as a statutory requirement, but most data protection laws assume that 
companies know what data they collect, where that data is stored, how it flows, and who can access it. 
That knowledge is critical for responding to rights requests, enforcing retention limits, and spotting 
unauthorized access. During a security incident, a reliable data inventory helps pinpoint involved data and 
meet tight notification timelines. Without a data inventory, companies often cannot give regulators essential 
facts or demonstrate a credible compliance posture. Even if the law never says “create a data inventory,” 
an inventory is a basic tool every company needs.

Retire the fallacies and implement the fundamentals.
Companies can improve incident response preparedness and reduce global privacy compliance risk by focusing on a 
few foundational measures:

Maintain a regularly updated data inventory and use it to assess the applicability of foreign data protection laws.

Track key contractual obligations related to personal data in a centralized location.

Treat each notification as a potential entry point for regulatory scrutiny, know whether the company’s underlying 
compliance program can withstand that scrutiny, and be ready with a plan if it falls short.

Review privacy policies and other public-facing statements to confirm they accurately describe company 
practices and reflect the jurisdictional requirements that apply.

Build incident response plans that account for relevant non-U.S. timelines and notice triggers, so the company 
can respond quickly and confidently if an incident occurs.

“

”

“
”
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State Comprehensive 
Privacy Laws
State Privacy Laws Continue to Reign
In the prolonged absence of a comprehensive federal privacy law, state privacy laws remain in the spotlight, creating 
an increasingly complex assortment of disparate state laws and regulations. In 2025, eight new state privacy laws took 
effect and three others quickly followed on January 1, 2026, bringing the total number of regulated states to 19—up 
from eight in 2024—and the total percentage of regulated consumers to approximately 43%. The privacy laws that 
took effect in 2025 incorporate familiar themes around transparent disclosures and vendor accountability, while also 
introducing new compliance pressure points. For example, Maryland’s Online Data Privacy Act raised the bar with strict 
minimization standards and an outright ban on selling sensitive data (even with consent), the Minnesota Consumer 
Data Privacy Act adopted a unique definition of “specific geolocation data” and new requirements related to internal 
recordkeeping, and Rhode Island’s Data Transparency and Privacy Protection Act has a first-of-its-kind requirement to 
list third parties a business has sold or may sell customers' personally identifiably information to. 

Additionally, although 2025 was the first year since 2020 without the passage of a new comprehensive privacy 
law, it was a year of heavy amendments to existing laws, forcing companies to revisit scoping assessments and 
compliance assumptions. Some notable amendments included Connecticut’s SB 1295, which expanded the scope 
of the Connecticut Data Privacy Act by lowering applicability thresholds and narrowing existing exemptions. On the 
other side of the country, amendments to the Oregon Consumer Privacy Act expressly banned the sale of precise 
geolocation data and personal data of consumers under age 16. Additionally, California became the first state to 
require that website browsers include built-in functionality for opt-out preference signals under the Opt Me Out Act, 
amending its Consumer Privacy Act. 

Effective 2025 Amendments in 2025Effective 2026
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Expanded and Updated Regulations
California. California finalized long-awaited CCPA regulations through its newly branded regulator, CalPrivacy. The 
rules cover automated decision-making technology (ADMT), risk assessments, and cybersecurity audits. ADMT includes 
any technology that processes personal information and uses computation to (substantially) replace human decision-
making. Companies using ADMT for major decisions like lending, education, employment, or healthcare must provide 
clear notices, allow opt-outs or appeals, offer access rights, and conduct risk assessments. CalPrivacy also updated 
existing obligations. For example, displaying to consumers that their opt-out request has been processed is now 
mandatory. The regulations further clarify that the CCPA applies to insurance companies for personal data not covered 
by the California Insurance Code. These regulations began taking effect in January 2026, with phased deadlines for 
ADMT, risk assessments, and audits starting in 2027.

California became the first state with a codified cybersecurity audit requirement. Businesses whose processing 
presents a “significant risk” must conduct independent, annual audits. The regulations outline required elements, 
including methodology, scope, supporting documentation, and remediation steps. Covered businesses must submit 
annual certifications to CalPrivacy, with deadlines staggered by revenue, beginning April 1, 2028.

Colorado. The Attorney General advanced rulemaking on protections for minors, including requirements for risk 
assessments of design features that could increase engagement or risk and classifying precise geolocation data 
as sensitive.

New Jersey. The Division of Consumer Affairs initiated rulemaking under the New Jersey Data Protection Act. While 
generally aligned with the statute, notable deviations include an obligation to maintain a “data inventory” documenting 
what personal data is held, where it is stored, and who has access. There are also strict limits on retaining unnecessary 
personal data and a requirement to “immediately delete” sensitive data when consent is revoked.
 

Risk Assessments Are the New Baseline
Nearly all state privacy laws now require some form of risk assessment, often referred to as a Data Protection Impact 
Assessment (DPIA), weighing the benefits of processing against risks to consumers. However, triggers, content 
requirements, and expectations differ, creating a fragmented landscape.

DPIAs are generally required for activities presenting “heightened risk,” such as targeted advertising, selling personal 
data, and profiling. California is the most prescriptive, requiring submission upon request; Colorado, Connecticut, and 
Maryland focus on profiling, minors, and algorithmic impacts; Minnesota and New Jersey emphasize governance; and 
Virginia-model states (Indiana, Kentucky, Rhode Island) establish lighter baseline frameworks.
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Practical takeaway: Risk assessments are now a documentable compliance requirement. Organizations 
should build repeatable assessments that scale across jurisdictions.

Data Broker Spotlight
CalPrivacy finalized regulations implementing the Delete Act. The centralized Delete Request and Opt-out Platform 
(DROP) allows consumers to request deletion of personal information held by data brokers. Data brokers must process 
requests every 45 days and report status to CalPrivacy. They must also maintain a suppression list of all deletion 
requests, even if no matching records exist.

Additionally, Texas amended its Data Broker Act, expanding scope and obligations. Updates added new notice 
requirements under the Texas Data Privacy and Security Act and broadened the definition of “data broker” to include 
entities handling personal data not collected directly from individuals, removing the prior revenue-based limitation.
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New Agency Leadership
Before taking over as chair of the Federal Trade Commission (FTC) in January 2025, Andrew Ferguson noted in a 
statement made in a 2024 FTC privacy case that “the text of Section 5 (of the FTC Act) cannot bear the tremendous 
weight my colleagues place on it. My colleagues want the FTC Act to be a comprehensive privacy law. But it is not. 
Comprehensive privacy regulation involves difficult choices and expensive tradeoffs. Congress alone can make those 
choices and tradeoffs. It did not do so when it adopted the general prohibitions of Section 5 nearly nine decades ago. 
And it has not adopted comprehensive privacy legislation since then. We must respect that choice.” 

Looking at the Commission’s 2025 enforcement activity, Ferguson’s earlier views provide a useful lens for 
understanding the agency’s direction. The FTC has focused on cases grounded in traditional concepts of deception 
and unfairness, rather than attempting to stretch the FTC Act to address emerging policy concerns.

Focus on Traditional Violations and Kids
Although there weren’t many privacy cases announced in 2025, those that were reflected this general philosophy. For 
example, the FTC brought a data security case against a company that touted its security practices but failed to use 
secure coding practices and did not adequately address vulnerability reports.  

The FTC has also placed significant emphasis on privacy issues affecting children and teens. In one case focusing on 
alleged violations of the Children’s Online Privacy Protection Act (COPPA), the FTC alleged that the company allowed 
for the collection of personal data from children who were watching kid-directed videos. Other privacy cases focused 
on a toy company that enabled a third party in China to collect geolocation data from kids without parental consent 
and a messaging app that, with knowledge, collected information from kids under 13 in violation of COPPA. The FTC 
also initiated a study on AI chatbots directed at kids and is exploring age verification technologies. 

C H A P T E R  1 2

Federal Trade 
Commission Update

More Narrow AI Focus
The FTC has similarly taken a lighter touch toward AI-related issues. Although 
the FTC continues to bring enforcement actions against companies that 
misrepresent what their AI products can do, it has made clear that it will not be 
bringing cases that focus on potential bad uses of the technology. Consistent 
with this approach, the FTC set aside a Khan-era order against an AI company 
that it alleged unduly burdened AI innovation in violation of an executive order.  
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Higher Education Trends

Institutions of higher education remain prime targets of cybersecurity incidents due to the large amounts of 
sensitive data they maintain and the often decentralized nature of their IT environments, which results in less 
uniform IT oversight. These issues are compounded by challenges with quick decision-making due to shared 
governance leadership structures, the culture of transparency that is often demanded by stakeholders in higher 
education, and the numerous legal frameworks that apply to educational institutions. Below are three major 
trends shaping incident response in higher education and what they could mean moving forward.

1

2

3

Universities Are Being Targeted for Non-Financially 
Motivated Attacks
Cybersecurity incidents have historically been carried out by financially motivated threat actors, often 
seeking to extort victims for ransom payments. In 2025, however, numerous universities experienced 
network intrusions involving non-financially motivated threat actors who made no effort to extort the 
university or otherwise monetize the data that they stole. Instead, the threat actors seemed solely focused 
on embarrassing the universities by exposing allegedly illegal admissions practices. One such threat 
actor, which operates under the pseudonym “niggy,” accessed multiple schools’ computer networks and 
then published information from the schools’ admissions databases on the main pages of the schools’ 
websites. Another threat actor obtained access to a university employee’s email account and sent a vulgar 
email to over 1 million students, alumni, employees, donors, and applicants claiming, among other things, 
that the university engaged in discriminatory admissions practices. Some analysts have expressed doubt 
about whether these threat actors were true hacktivists, speculating that these incidents could be part of a 
larger Russian disinformation campaign intended to cause discord in the United States.

The Ghost Student Epidemic
Educational institutions that have minimal application requirements, such as community colleges, have 
seen a steady rise in “ghost student” fraud. In these schemes, cyber criminals use stolen or fake identities 
to apply to a college. Once admitted, these ghost students apply for financial aid. The federal government 
sends the aid to the school, which then disburses it to the fraudster. Upon discovering that it disbursed 
financial aid to a ghost student, the school is required to refund the money to the government. This has 
resulted in millions of dollars of losses for community colleges across the country, and they struggle to 
find ways to fight this fraudulent scheme while still maintaining their current admissions standards. The 
U.S. Department of Education (ED) announced that its office for Federal Student Aid (FSA) intends to 
implement an additional screening process to combat the ghost student epidemic. In the interim, ED 
requires institutions of higher education to validate the identity of certain first-time applicants who enroll at 
the school.

Regulatory Focus on Data Retention and Deletion Practices 
Several state regulators took interest in the data retention and deletion practices of colleges and 
universities. Although many universities have policies that clearly define the length of time the university 
is supposed to keep different types of information, few universities actually comply with those policies. 
Regulators are noticing and, in the aftermath of cybersecurity incidents, are inquiring whether the university 
violated any of its own data retention policies, which could lead to an enforcement action for allegedly 
deceptive or unfair trade practices. 
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Federal contractors continue to operate under a patchwork of cybersecurity obligations, but this past year brought 
notable movement toward more prescriptive and standardized requirements across agencies. Although the 
foundational frameworks remain familiar, regulators are tightening expectations and signaling that violations of 
long‑standing guidance will soon carry sharper compliance consequences.

“Cybersecurity requirements are becoming more uniform, more auditable, and more tightly connected to the 
sensitivity of the data involved.”

 
For contractors handling federal contract information (FCI), the FAR 52.204-21 baseline did not change—but its role 
did. Agencies increasingly treat these controls as the floor rather than the norm, and the rule’s history reinforces that 
these safeguards represent practices “a prudent business person would employ … even if not covered by this rule.” In 
practice, contractors are being pushed to view FAR 52.204-21 not as a minimal checklist but as evidence of defensible 
cybersecurity hygiene in light of federal scrutiny and incident‑driven oversight.
 
The bigger shift occurred around Controlled Unclassified Information (CUI). While there is still no government‑wide 
standard clause for protecting CUI outside the Department of Defense (DoD), the General Services 
Administration (GSA) took concrete steps this year toward standardization. The GSA’s recent guidance 
publication—aimed at harmonizing how civilian agencies incorporate NIST SP 800‑171 requirements—signals 
that the era of agency‑by‑agency CUI clauses is likely coming to an end. For contractors, this means the ad hoc 
contract‑by‑contract variability that has existed for years may soon give way to a more uniform set of expectations.
 
Contractors supporting the DoD saw the most significant developments. The Cybersecurity Maturity Model 
Certification (CMMC) program advanced materially this year, with the DoD refining maturity levels, clarifying 
assessment obligations, and preparing for broader rulemaking that will determine when the CMMC becomes a 
standard contractual requirement. This reinforces an important trend: Even contractors operating within the same 
agency ecosystem will face different—and increasingly prescriptive—security obligations depending on the sensitivity 
of the data they touch and the role they play in the supply chain.
 
Cloud service providers supporting federal agencies also saw changes. FedRAMP’s continued modernization 
efforts—driven by statutory mandates and Office of Management and Budget guidance—are pushing toward 
faster authorizations, greater reciprocity, and closer alignment with NIST control baselines. For contractors offering 
cloud‑based services, the applicable controls are shaped less by the nature of the company and more by the 
deployment model and risk profile of the service, with updates this year highlighting federal priorities around 
automation, continuous monitoring, and standardized security evidence.
 
Taken together, these developments highlight a clear federal trajectory: Cybersecurity requirements are becoming 
more uniform, more auditable, and more tightly connected to the sensitivity of the data involved. For contractors, the 
challenge in the coming year will be aligning governance, contract management, and compliance programs with a 
regulatory environment that is shifting from guidance to obligation—and from flexibility to standardization.

C H A P T E R  1 4

Government Contractors & 
the Cybersecurity Maturity 
Model Certification
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State Attorneys 
General
2025 Trends and 2026 
Forecast Report
While the enforcement priorities of federal agencies and 
regulators began to shift significantly during the opening months 
of 2025, many might have expected a lull or even a permanent 
gap to take hold in regulatory consumer protection, privacy, 
and cybersecurity policing throughout the U.S. It's true that the 
creation of fresh-out-of-the-oven laws covering topics like state 
comprehensive privacy did take a pause.  However, this was and 
is likely nothing more than a temporary recess by states gathering 
insights and statistics from those that have come before, as 
states’ comprehensive privacy law passage has been steady 
since 2020. 2025 was packed with the rollout of numerous state 
comprehensive privacy law effective dates and the passage 
of amendments to over a half dozen such laws already in effect.  
While not entirely unusual, these states’ rapid amendment 
efforts demonstrate both the refinement of existing laws and the 
addition of compliance complexity—a precursor to forecasted 
2026 attorneys general enforcement priorities and a red alert 
warning for further vigilance within the business community.

Along with the 2025 amendments, the calendar year also saw 
various attorneys general posting public enforcement reports, 
a strong indicator that not only are states expecting businesses 
to be in compliance with new laws,  but also that these agency 
inquiry metrics are the regulators' equivalent of putting out 
notice as to what may or may not be reasonable under their 
interpretation of the statutes.  

2025 also closed with the increased public-facing collaboration 
of state regulators via new partnerships and multistate attorney 
general activities, some of which included investigative sweeps 
like the multistate probe into browser settings, the participation 
in cross-agency strike forces, and the formation of the state 
Attorneys General Consortium of Privacy Regulators.

At a Glance
Increased multistate 
collaboration and 
investigative initiatives 
indicate that businesses 
should anticipate more 
complex compliance 
requirements and 
heightened scrutiny 
in 2026.
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As we move into 2026, we will likely see a further increase in the number of attorneys general investigations and 
enforcement actions.  Areas of expected focus will include: 

•	 Data breach investigations and the enforcement of data breach notification requirements, with an emphasis 
on greater incident investigation transparency, data awareness and minimization, and more robust 
protections for sensitive data.

This attorney general investigation and enforcement area will never diminish; instead, it will continue to grow, and 
in fact, offices nationwide are currently increasing in staff size and resources within privacy and data security units. 
As agencies amp up legal staff hires, they are also adding in-house technologists. These strategic integrations 
are believed to aid the states’ understanding of the complexities that are coming out of multifaceted breach 
investigations, the outcome of which will likely be not only more resolutions but also more technical settlements 
and greater expectations of what states believe constitute reasonable data security. Additionally, states continue 
to tighten their breach notification periods for the reporting to affected individuals and attorneys general offices, a 
trend that will likely continue and receive more frequent regulator scrutiny. 

•	 Comprehensive privacy law investigations will continue, with a sharp increase in enforcement by state 
regulators, and it is nearly guaranteed that we will see an increasing number of states enact privacy legislation.

This attorney general investigation and enforcement area will undoubtedly increase in frequency as statutory 
cure periods come to a close, additional statutory effective dates trigger, and regulators seek to collaborate 
on multistate enforcement actions. New laws mandating the ability to opt out of sharing sensitive information 
and, in some states, requiring opt-ins for any data collection, along with requirements for data risk discrimination 
assessments and limitations as to how data can be processed, will together bring new and more complex measures 
upon businesses seeking to achieve and maintain compliance. 

•	 Protecting sensitive data, along with minors’ online safety, is an emerging area that over the past couple of 
years, and throughout 2025, has seen extensive statutory coverage.  

Through comprehensive privacy law amendments and stand-alone child or minor social media and mobile app safety 
laws, several states are raising the once-benchmarked covered age for “minors.” For purposes of data privacy and 
data collection, this deviation from the long-established federal standard, in some states, will now include those 
individuals up to but under 18 years old as covered members, thus receiving greater online protections and fortified 
data privacy controls.  As state attorneys general continue to report on various alleged social media harms affecting 
youth populations, this area is overripe for immediate and continued regulatory attention.

Along with the above-mentioned predictions for 2026, additional likely-to-see enforcement priorities are in the areas 
of further data broker regulation, expanded Global Privacy Control browser opt-out sweeps, and a strong focus on AI 
consumer protection baselines coupled with public-facing algorithmic transparency.  

One prediction that will almost certainly come true: State attorneys general will continue to be the top enforcers for their 
states’ consumers and effective compliance will come not only from keeping privacy and data security practices up to 
date but also by nurturing positive relationships within each state’s offices.  Like 2025, this year is destined to receive even 
greater state regulatory attention, increasing almost exponentially as the year progresses. 

C H A P T E R  1 5 :  STAT E  AT TO R N E YS  G E N E R A L    
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Federal and state regulators continue to focus on cybersecurity, information 
governance, and data privacy protections for all types of financial institutions, 
such as investment advisers, broker-dealers, insurance companies, and fintech 
companies. Two core trends stand out: emphasis on service provider management 
and concrete notification timelines.

Service providers were the source of at least 25% of the incidents we handled 
for each of the past three years. Unsurprisingly, recent regulatory updates echo 
the observations we made in prior DSIR reports, including the need to build and 
maintain a comprehensive vendor management program. Regulators also took 
note that incidents occurring at a vendor can often lengthen notification timelines. 

Due to legal and contractual requirements, vendors first notify the organization 
from whom they received the data—which may or may not be the data owner and 
thus require additional levels of entity notification—and only then do involved 
organizations begin the process of notifying affected individuals. It follows that 
recent regulatory updates also sought to establish specific, cascading notice 
deadlines for service providers and firms. 

From Observed Risks to Formal Requirements
The SEC amended Regulation S-P, which implements the privacy and safeguard 
protections required of registered firms under the GLBA. The amendments align 
with protections already adopted by other federal functional regulators and 
require firms to (i) maintain a written incident response program, service provider 
management program, and data disposal policy; (ii) notify involved customers 
of security incidents within 30 days of determining that the incident involved 
unauthorized access to or acquisition of an individual’s sensitive personal 
information; (iii) maintain records relating to the firm’s written information security 
program (including a written IRP); and (iv) develop and maintain robust written 
policies governing service provider oversight. Significantly, firms must require 
a service provider to give notice within 72 hours of discovering an incident that 
involves the firm’s sensitive personal information, reflecting a targeted regulatory 
response to lengthy notice timelines.

Over the past year, the SEC has actively policed compliance with Regulation S-P 
and Regulation S-ID (the Identity Theft Red Flags Rule) by bringing enforcement 
actions against firms for allegedly maintaining deficient cybersecurity programs 
that failed to protect their customers’ information.

C H A P T E R  1 6

Information Governance 
& Financial Services
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Collectively, these initiatives signal a trend toward sector-specific rules, transparency mandates, and accountability frameworks, 
with many bills expected to be introduced in early 2026 and phased into effect through 2027. The story coming out of 2025 is clear: 
The era of “move fast and break things” has given way to “move thoughtfully and document everything.”

C H A P T E R  1 7

Artificial Intelligence 
Regulation 
Current State of AI Regulations
Several states have already enacted AI regulations, setting the tone for compliance in 2026 and beyond. Colorado’s 
AI Act  imposes strict documentation and bias assessment requirements on “high-risk” AI systems used in 
consequential decisions across sectors like employment, finance, insurance, and healthcare, with enforcement by 
the state Attorney General and a safe harbor for NIST-aligned frameworks. Texas’ TRAIGA focuses on consumer-
facing AI, mandating disclosure when interacting with AI, banning harmful uses, and introducing an AI sandbox, 
backed by significant civil penalties and cure provisions. Illinois amended its Human Rights Act to prohibit algorithmic 
discrimination in employment, requiring notice and enabling private lawsuits for bias claims. California has passed 
multiple transparency-focused laws: AB 2013 requires GenAI developers to disclose training data sources, SB 53 
mandates safety frameworks and incident reporting for frontier models, and SB 942 enforces watermarking and 
labeling of AI-generated content. New York’s RAISE Act similarly imposes rigorous safety protocols and steep fines for 
frontier AI developers. Collectively, these laws emphasize bias prevention, transparency, consumer protection, and 
accountability for advanced AI systems, creating a patchwork of obligations that enterprises and developers must 
navigate now. And this is just the beginning; we expect to see more states enacting AI-focused regulations. Indeed, 
several bills are already in the works and highlight this emerging trend: 

New York plans to revive its stalled 
AI Act, imposing audits and bias 

assessments for high-risk systems. 

California continues its sectoral approach 
with new transparency, child safety, 

and copyright measures building on 
2025’s groundwork. 

Virginia is narrowing its focus to 
healthcare AI guardrails. 

Florida is pushing a sweeping AI Bill of 
Rights emphasizing consumer disclosures, 

privacy, and parental controls. 

Kentucky is drafting a broad 
governance package following its 
task force recommendations.

Missouri is moving forward with a first-of-
its-kind law codifying AI non-sentience 

and strict liability for harm. 

Connecticut is focused on hiring bias.

Maryland is zeroing in on privacy 
and misinformation. 

Pennsylvania and Massachusetts 
are focused on mental health AI 
safeguards.

New Jersey is zeroing in on banning 
unsupervised AI therapy. 
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Key Enterprise AI Risk Areas
As enterprise AI moved into core business workflows in 2025, AI-related risk exposure became less theoretical and more 
operational. Rather than viewing risk in abstract terms, organizations are now confronting specific, recurring risk patterns 
tied directly to how AI is deployed. The chart below highlights the most significant enterprise AI risk areas, mapping each 
risk to common use cases, relative severity, and the concrete consequences organizations are already facing.

Across use cases involving autonomous or customer-facing decisions, bias and privacy/data security emerge as the 
highest-risk categories, driven by direct legal exposure, regulatory scrutiny, and reputational harm. These risks are 
most acute where AI systems influence consequential outcomes such as credit, employment, healthcare, or employee 
monitoring. In contrast, regulatory compliance and intellectual property risks are generally medium in severity but still 
present meaningful exposure when AI-generated outputs are customer-facing or published externally.

The chart reflects a clear theme: Risk severity is driven less by AI itself and more by where and how that technology 
is applied. AI systems embedded in decision-making, employment, or regulated activities carry substantially higher 
stakes than those used for internal efficiency or creative support. This alignment between use case and risk level 
reinforces the need for targeted governance, documentation, and oversight—prioritized according to business 
impact rather than blanket controls.

C H A P T E R  1 7 :  A RT I F I C I A L  I N T E L L I G E N C E  R EG U L AT I O N    

Risk Area Enterprise Use Case Risk Level Key Risks 

Bias
Autonomous decisions in 
credit, insurance, healthcare, 
and housing eligibility High 

Liability for harm caused by incorrect decisions, 
noncompliance with sector-specific regulations 
(e.g., HIPAA, GDPR, Fair Lending Act), media 
scrutiny, and litigation

Privacy & Data 
Security

Employee monitoring and 
productivity tools; AI-driven 
hiring, promotion, and 
performance decisions High 

Privacy and data protection violations (e.g., GDPR, 
CCPA), unlawful surveillance claims, algorithmic 
discrimination and disparate impact, labor law 
exposure, and erosion of employee morale/trust

Regulatory & 
Legal Compliance 

Customer service chatbots, 
virtual agents, and sales 
assistants Medium 

Customers receiving inaccurate or misleading 
information, unauthorized commitments, 
regulatory misstatements, customer 
dissatisfaction, and brand erosion

Intellectual 
Property

AI-generated marketing 
content—ads, social posts, 
copy, etc. Medium 

Intellectual property infringement, false or 
misleading advertising claims, violations of 
advertising standards, inconsistent brand voice, 
and reputational harm from hallucinated content
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Emerging Technologies

2025’s AI of the Year—Agentic AI and Large Action Models
If the 2020s have been AI’s opening act (so far), then 2025 was the year that agentic AI stepped toward center stage. 
Agentic AI systems are designed to make decisions to pursue defined goals by performing human-like tasks without 
human supervision. Heralded as a significant step in AI’s advancement, agentic AI does far more than generate outputs; 
it interprets context, plans and executes multistep workflows, and completes complex tasks in dynamic environments, 
all with limited direct human supervision. 

Unlike the one-to-one interactions of prompts and output generation seen in GenAI, agentic AI utilizes multiple 
specialized agents coordinated across a system. For example, rather than merely generating a shopping list based on 
uploaded grocery store receipts and a prompt, agentic AI would analyze the receipts, infer the shopping list, select 
a store, navigate the store’s website, and then order the groceries. This specific type of agentic AI system is called a 
“Large Action Model” or “LAM.” Whereas Large Language Models or “LLMs” are built to understand and generate natural 
language, LAMs are built to interpret user intent, generate actions, interface with dynamic environments, and adapt to 
changing contexts. In the grocery-ordering example, a change to a given store’s website would not necessarily break 
the interface with the LAM, as the LAM could still “figure out” how to order specific items.

With greater capability comes greater responsibility. This supercharged approach to AI has introduced a host of new 
potential issues, including when and how agentic AI may contract on behalf of its deployers. It also sharpens debates 
over the allocation of responsibility among developers, deployers, and end users. 

Regulators have taken notice. Although the U.S. federal government has been reluctant to legislate some of these 
emerging AI technologies, 2025 saw unprecedented activity by state governments: All 50 states, Puerto Rico, the 
Virgin Islands, and Washington, D.C., introduced legislation on AI, and 38 states adopted or enacted AI measures. 
Several of these state laws directly or indirectly address agentic AI. New measures in Oregon, Utah, and Maine restrict 
the use of certain state-licensed titles by AI systems or require disclosures when those titles are used in trade or 
commerce. Other states, particularly New York and California, have required companion AI chatbots, including those 
performing agentic AI services for individuals, to include mandatory disclosures, implement safeguards against 
harmful content (including material related to self-harm), and make annual reports to state authorities.

The emergence of agentic AI may be less a statement of what the future might look like and more a recognition of how 
commerce has already shifted. Behind the scenes, agentic AI is becoming foundational to how the digital economy  will 
operate in the years to come.

Agentic AI  noun | uh-JEN-tik  ä-'ē

•	 An autonomous AI system designed to interpret context, plan multistep workflows, and complete complex tasks 
with limited human supervision.

•	 A class of AI known as LAMs that coordinate multiple specialized agents to achieve defined goals in dynamic 
environments.

•	 Example: Agentic AI can analyze receipts, infer a shopping list, select a store, and place an order online without 
direct human guidance.
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Digital Assets
Federal Policy Reset and a Shift Toward Regulatory Clarity
In 2025, digital asset regulation and enforcement saw some of the most consequential developments in the industry’s 
history. The industry viewed these developments as strong signs that innovation is welcome and encouraged in the U.S. 
and that doing business here carries less risk than in previous years.

In the first week of President Trump’s second term, two executive orders reset the tone for digital asset policy: (1) 
Strengthening American Leadership in Digital Financial Technology, creating the Presidential Working Group on 
Digital Asset Markets to, in part, recommend a federal regulatory framework for digital assets, stablecoins, and related 
technologies; and (2) Ending the Weaponization of the Federal Government, directing the Attorney General and 
federal agencies to review prior civil and criminal enforcement activity to identify actions that should be discontinued. 
Subsequently, the Department of Justice issued a Memorandum, Ending Regulation by Prosecution, directing federal 
prosecutors to (i) stop using lawsuits and enforcement actions as regulatory policymaking, (ii) limit the treatment of 
securities or commodities law violations as criminal unless willful, and (iii) focus instead on fraud, investor victimization, 
and the use of digital assets in furtherance of crimes. The SEC and Commodity Futures Trading Commission (CFTC) also 
signaled a consistent shift in their enforcement approach, focusing on fraud rather than technical regulatory violations.

While federal agencies recalibrated, Congress was also busy with the passage of the Guiding and Establishing National 
Innovation for U.S. Stablecoins (GENIUS) Act. This major legislative milestone created a comprehensive federal regulatory 
framework for payment stablecoins (crypto backed by traditional currencies or assets) and their issuers. Next up is the 
Digital Asset Market Clarity (CLARITY) Act, which aims to establish a market structure for digital commodities (digital assets 
that rely on blockchain for their value) and reduce jurisdictional uncertainty by drawing clearer lines between SEC and CFTC 
oversight. While the CLARITY Act remains in the Senate, the SEC and CFTC chairs have issued joint statements previewing 
their plan to harmonize their regulatory frameworks to promote innovation in the digital market.

Other 2025 Highlights
Commercial Acceleration. The policy shift promoted by the executive orders spurred commercial growth even before 
new laws passed. By mid-2025, tokenized real-world assets exceeded $24 billion in tracked value, a growth of 380% 
over three years. At the same time, mainstream investor access to crypto assets continued expanding through exchange-
traded products and other institutional channels.

NFT Evolution. While the GENIUS and CLARITY acts provide more regulatory certainty around fungible tokens, NFT legal 
treatment remains less settled, particularly where NFTs resemble investment products versus consumptive goods. 
Originally promoted as providing a record of ownership over digital artwork, NFTs are now employed as a record of 
ownership of various types of assets, such as collectibles, virtual land, or loyalty programs. A proposed bipartisan bill, 
the New Frontiers in Technology Act, would clarify that certain “covered NFTs” are not securities when used primarily for 
personal/consumer purposes (e.g., art, collectibles, tickets), while excluding NFTs marketed primarily as investments. 
Meanwhile, NFT commerce use cases are maturing, including token-gated loyalty models, such as the one employed 
by Shopify, and ticket-access NFTs, including FIFA’s 2026 World Cup “right-to-buy” style tokens—an approach that has 
drawn regulatory scrutiny abroad.

Large-Scale Service Breaches. 2025 was the most financially destructive year for centralized crypto services, with over 
$3.4B stolen. In the $1.5B Bybit breach—the largest on record—attackers compromised private key infrastructure and 
swapped signing logic to redirect cold‑wallet funds. Centralized services remain the most catastrophic failure point— 
when key infrastructure is compromised, losses are immediate and irreversible, often measured in hundreds of millions.
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