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Kattman: On April 23, BakerHostetler’s Digital Assets and Data Management Practice 
Group released its annual Data Security and Incident Response, DSIR, Report. 
This year marks the 10th anniversary of the report, which is now widely used by 
businesses all over the world to help develop their cybersecurity measures, 
incident response plans, and information governance practices. I’m Amy Kattman 
and you’re listening to BakerHosts. 

We are back with a deeper dive series covering key topics in the 2024 DSIR 
Report. On today’s episode, we take a deeper dive into the information and 
governance and data preservation. Our guests today are James Sherer and Luke 
Record. James co-leads BakerHostetler’s Emerging Technology team, and Luke 
is an associate in BakerHostetler’s Digital Assets and Data Management Practice 
Group. Welcome to the show, James and Luke. 
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Sherer: Thanks so much for having us. 

Record: Excited to be here. 

Kattman: James, let’s begin with you. Will you explain to our listeners what ephemeral 
messages are and how they play a role in organization’s data preservation? 

Sherer: Sure. And I think it is great to establish a little bit of vocabulary here for what we 
think of as data governance and related record and other data retention. So, first, 
you’ve got normal types of communication that organizations have been using 
consistently since, I suppose, we’ve had organizations. So, think things 
memorialized to paper, then fax machines, and subsequently electronic files and 
emails, things that have been used now pretty consistently for the past several 
decades on a day-to-day basis. Then we’ve got another type of communication 
which is called off-channel communication. This is where we’ve seen movements 
of business and following customers, potential customers, business partners, 
onto those platforms that they’re interested in using. In those instances, you’ve 
got people using whatever means of communication are available. So, they’re off 
the normal channels of communication, so off-channel communication. Think 
perhaps LinkedIn or using text messaging or other types of communication that 
are meeting people on the platforms they’re on. 

Then we get to ephemeral communication, which is really a combination of off-
channel communication. So, moving away from the tried and true methods of 
communicating for business and then into those areas that whether by design or 
by default don’t end up maintaining those communications as memorialized. So, 
think some of the different apps that are designed to get rid of communications 
after a certain period of time, and, really, to expand this idea of privacy, keeping 
them only for a discrete period and then getting rid of them by default. And that is 
the ephemeral nature of those types of communication. And of course, we’re 
interested in those because the use of an ephemeral communication platform 
seems to indicate something, especially to regulators, and that is where some of 
these initial concerns come from. 

Kattman: Luke, from the viewpoint of the Department of Justice, or DOJ, how should 
organizations approach data retention moving into the new year? 

Record: It is interesting because in some ways the concern at issue here is nothing new, 
right? That is, we have a regulator worried about organizations not preserving 
relevant information to an investigation. However, what is fairly unique in this 
situation is the inherently fleeting nature of the communications and the ability for 
them to disappear on a scheduled cadence. These are sometimes referred to as 
ephemeral messages, as James just discussed. The DOJ has recognized the 
importance of context and how each industry may have different reliance on 
these sorts of messages. 

The critical thing is for an organization to be proactive in its preparation for how 
to respond to an investigation, or even the anticipation of such an investigation, 
and have built within its system a comprehensive corporate compliance program 
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that has the mechanisms needed to prolong the preservation of these ephemeral 
messages. It may behoove organizations to canvas their data environments well 
ahead of time to better understand the content that ordinarily goes through these 
sorts of platforms. Perhaps using a similar exercise to what is referred to as data 
mapping in the privacy context. So, the DOJ expects organizations to be 
deliberate in how they handle their information, and if there are any sort of auto-
deletion programs in place, to be able to provide a rationale justifying the 
respective retention periods for those messages. And the DOJ also expects there 
to be accountability when these sorts of protocols are not followed. So, as James 
will elaborate in just a bit, one of the key policies to think about is what is called a 
bring your own device policy, which explains a set of expectations surrounding 
the handling of company information on personal devices as well as company 
equipment. 

Sherer: And so much of this is really tied directly to both having information available and 
knowing contemporaneously what is going on. And again, key for ephemeral 
messages and the way in which they operate to make decisions about how 
they’re going to operate and what might be retained, you have to make those 
decisions beforehand. You may not even have the opportunity to do it in the 
moment, and certainly not after the communications have gone away. 

Using some of these platforms, there are some difficulties with procuring specific 
commercial licenses, which means that control over how the program operates 
can be difficult in contrast to those normal types of business communication 
where you’ve got a commercial license to use the Office Suite or one of the other 
normal business document management systems and or business 
communication platforms. So, the expectation is not only that you’ve got a 
method by which you can maintain this information, but really how you thought 
about it beforehand. And we’ve seen regulators in courts offer the truism that 
while they can’t go back in time and look at what is going on, they can look at 
dates and when decisions were made, and if there is missing context, then one 
of the challenges may be how do you prove that negative? How do you explain, 
yes, well, while there is communication that is missing, it truly wasn’t harmful. 
The only way sometimes to prove out that something wasn’t harmful or meant to 
be a deleterious action is to provide the communication, and that would prove it 
out. Absent that, there is a real challenge for organizations when responding to 
questions. 

Kattman: Luke, how do other regulatory bodies like the Securities and Exchange 
Commission, or the SEC, and the Commodity Futures Trading Commission, or 
the CFTC, enforce information preservation? 

Record: So, while it is important for all organizations to think about the retention of these 
ephemeral messages, and quite frankly, all of their data, in particular industries 
such as the broker-dealer industry or investment advisor industry, there are a set 
of regulations prescribing a specific retention period for a particular set of 
communications. So, for example, broker-dealers must retain their client 
communications for a certain length of time. Sometimes it is three years, 
sometimes it is even longer than that. And so, they have, most broker-dealers 
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and investment advisors, have thought about this and have created systems that 
are amenable for that sort of retention. As we’ve been discussing however, 
perhaps it was during the pandemic when it became most prominent, but there 
was a shift in reliance on how these broker-dealers were communicating with 
their clients and some, whether it was inadvertent or perhaps deliberate, decided 
to use these other platforms which have these auto-deletion programs, and the 
communications were not being retained for the regulatorily prescribed retention 
period. And so, it is in this industry, which is regulated by the Securities and 
Exchange Commission, where we have seen robust enforcement and a number 
of multi-million dollar fines for failure to retain these client communications for the 
prescribed length of time. 

What is interesting here is that while many of these broker-dealers have been 
fined, some have actually been proactive in self-reporting, and the SEC, and to 
some extent, the CFTC, has shown some leniency for organizations that have 
self-reported. I think it goes a long way to, again, be self-reflective in terms of 
your organization, be honest about what you’re doing right and what you’re doing 
wrong, and think about how to go about fixing it and whether to take that critical 
step of self-reporting. 

Sherer: Really, the pressures that come from organizations, specifically from the 
regulatory bodies, have been through advisory notes and enforcement of orders 
related to statutes that in sometimes have been on the books for quite a long 
time. And I believe some of the broker-dealer and investment advisor record 
keeping requirements date back to the 1940s. I think it might be 1948. And 
clearly at, in 1948, there wasn’t a contemplation of off-channel communications, 
nor was it any kind of ephemeral messaging concerns. So, we’ve got regulatory 
bodies that are still working under existing statutory and regulatory requirements 
that are now tying new practices into this. And we expect that those types of 
extensions out of sensibilities, if not the letter of the law, are going to continue as 
we see more and more methods of communication and as new and emerging 
technologies continue to develop. 

Kattman: James, as a final question, what steps should organizations take to make sure 
they remain current in their information governance policies? 

Sherer: Organizations that are subject to certain privacy laws are in some ways, or 
maybe in some ways, already obligated to maintain data inventories and to 
evaluate their existing environments to determine where personal information 
and a subset sensitive personal information exist. How they’re used, how they’re 
shared, and what other organizations may be working with the subject 
organizations in using that type of information. So, an extension out of existing 
practices and already existing regulatory obligations under other types of laws 
may help organizations to figure and determine better what types of platforms 
they’re using. Likewise, representations under security programs, whether 
representations in contract or under audits related to SOC 2 Type 2, or ISO 
2701, or even some of the NIST frameworks, you’ve got organizations that are 
undertaking the same types of exercises in different spheres that are going to 
help them build out a more comprehensive picture of what information the 
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organization is creating, the platforms in which it is creating it, and then the 
parties to whom or with whom the organization is sharing that information. 

So, a lot of the best practices likely already exist in other spheres within the 
organization, and our advice to clients, not legal advice here, but we’re happy to 
offer it, is often use the existing infrastructure, find out what is already happening, 
and what you’re already doing, then works backwards from those instances and 
determine if there are gaps that don’t present. If there is a BYOD program or 
other technologies or platforms that are being used that aren’t yet being picked 
up, and the way to find some of that information out is to move both from the 
inside out and the outside in. Look at what representations people are making 
about the organization. Look at what initiatives are being supported by the 
corporate expenses and see if those do or do not align with existing 
documentation, and then as simple as it is, ask individuals how they’re 
communicating. How is it they’re keeping in touch? How is it they’re reaching 
out? And this isn’t a confrontational type of discussion. This is a conversation to 
make sure that organizations are supporting those frontline people who are really 
doing the business of the organization, who are making the profits, or supporting 
the wherewithal of what the business is doing. Adding all of those steps together 
paints a much clearer and more comprehensive picture of a data map that also 
speaks to the patterns and practices of individuals who are using the resources, 
and also where the information is going and how it is doing it. 

Kattman: This is great information. Thank you, James and Luke. 

Sherer: Thanks so much for the opportunity. 

Record: Pleasure to be here. 

Kattman: If you have any questions for either of them, their contact information is in the 
show notes. As always, thanks for listening to BakerHosts. 

Comments heard on BakerHosts are for informational purposes and should not 
be construed as legal advice regarding any specific facts or circumstances. 
Listeners should not act upon the information provided on BakerHosts without 
first consulting with a lawyer directly. The opinions expressed on BakerHosts are 
those of participants appearing on the program and do not necessarily reflect 
those of the firm. For more information about our practices and experience, 
please visit bakerlaw.com. 


